THE HUMAN FIREWALL: WTAC SURVIVAL KIT

Operational Frameworks for Mental Health & Cyber Resilience Based on the WTAC
Keynote by Jerry Fowler

The Thesis

Burnout is not a personal failure of "grit"; it is a systems design failure. In technology, we
monitor system uptime, network latency, and vulnerabilities with billions of dollars in
instrumentation. Yet the human being sitting at the console, the most critical system in our
architecture, runs without telemetry.

This kit provides the "Instrumentation" for the human layer.

Contents:
1. The Radical Risk Acceptance Memo: Relocating the burden of negligence.
2. The Evidence Ledger: Forensic data to counteract the "Imposter" whisper.
3. The 1-5 Capacity Check: Real-time human telemetry.
4. The Human-Centric IRP (Incident Response Plan): Mandated recovery protocols.



THE RADICAL RISK ACCEPTANCE MEMO

Use Case: Use this when a board or executive denies the budget or headcount required to secure
a system, forcing you to "just make it work" through personal sacrifice.

MEMORANDUM TO: [Executive Name/Board of Directors]
FROM: [Your Name/Title]

DATE: [Date]

SUBJECT: Formal Acceptance of Operational & Biological Risk

1. RISK IDENTIFICATION The Security/Engineering team has identified the following
critical vulnerability: [e.g., Unpatched legacy database / 24/7 on-call rotation with single-point-
of-failure].

2. MITIGATION REQUIREMENT To reduce this risk to acceptable levels, the following
resources were requested: [e.g., $50k budget / 1 additional FTE].

3. FORMAL RISK ACCEPTANCE By declining the requested resources, the business
acknowledges and accepts the following:

o Financial Risk: Estimated breach/outage cost of $[Amount].

o Biological Risk: The business is electing to utilize "Human Heroics" as a primary
control. This involves intentional over-utilization of staff, which increases the probability
of human error and system failure.

4. SIGN-OFF I, [Executive Name], acting on behalf of the business, formally accept the risks

outlined above and relieve the technical lead of personal liability for system failure resulting
from this lack of funding.

Signature: Date:




THE EVIDENCE LEDGER & CAPACITY CHECK

The Evidence Ledger (Imposter Syndrome Mitigation)

Analytical brains do not run on positive affirmations; they run on proof. When your internal
"threat detection" tells you that you are a fraud, do not argue with it. Show it the logs.

How to build your Ledger:

e The Format: A secure note or physical log.

e The Entry: Date | The Crisis | Your Specific Action | The Empirical Result.

e The Rule: When the "War Room Whisper" starts, you are forbidden from using your
memory. You must open the ledger and read the data.

e The Mantra: Data is my affirmation.

The 1-5 Capacity Check (Human Telemetry)
Stop asking "How are you?" Start asking for a status code.

e 1-CRITICAL: System crash imminent. Immediate intervention required.
e 2 -DEGRADED: Running on backup power. High error probability.

e 3 -NOMINAL: Maintaining load, but no room for spikes.

e 4 -STABLE: Healthy capacity. Able to take on new tasks.

e 5-OPTIMIZED: Surplus energy. Ready for innovation/high-load.

The Leader’s Question: "You are at a 2. What is the one specific thing I can remove from your
plate to move you to a 3 by tomorrow?"



THE HUMAN-CENTRIC IRPADDENDUM

Policy Goal: To ensure the human firewall is "refactored" after a major incident, preventing the
accumulation of "emotional debris."

Post-Incident Phase: The Blackout Protocol

After any "All-Hands" or "P0" incident lasting longer than 12 hours:

1. Mandatory 48-Hour Blackout: The responding individuals are moved to "Offline
Status." Access to Slack/Email is revoked by the Admin to remove the "guilt of

unplugging."

2. The 10-Minute Emotional Debrief: Before the technical post-mortem, the lead asks:
o What did this incident cost you personally (missed sleep, family events, etc.)?
o At what point did you feel the system was out of control?
o What do you need right now to return to a "Nominal' capacity?

3. Heroism Audit: If the incident was saved by one person working 30 hours straight, the
post-mortem must label this as a System Vulnerability, not a success.

FINAL CALL TO ACTION: The machine can be rebuilt. You cannot. Implement one of these
templates within the next 72 hours.



